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User’'s Manual




I Introduction

This manual explains how to use NIS File Checker.

This manual describes how to install and uninstall NIS File Checker, how to use it, and the meaning of the
results.
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| 1. Description of the Software

| 1.1 Purpose

Some image files may contain risks that could adversely affect the operating system or the computer itself.

NIS File Checker is a software designed to check for the vulnerabilities listed under " ®m Vulnerabilities to be
Checked."

This software can check for the vulnerabilities listed in the table below.

® Vulnerabilities Checked

Vulnerability Category Vulnerability Impact CVE-ID Affected Image Files

CVE-2022-40656 ND?2 file
out-of-bounds read execute malicious code CVE-2022-40662 TIFF files

CVE-2022-40663 TIFF files

CVE-2022-40661 BMP files
heap-based buffer overflow execute malicious code CVE-2022-40660 PSD files

CVE-2022-40655 ND2 file

CVE-2022-40657 PSD files
out-of-bounds write execute malicious code CVE-2022-40658 TIFF files

CVE-2022-40659 TIFF files

If NIS-Elements V5.00.00 to V5.42.06 is being used and an update to V5.42.07 or later is not possible,
please install this application separately.
When opening untrusted image files with NIS-Elements, be sure to check their safety in advance using this

software.

| 1.2 Supported File Extensions

NIS File Checker supports image files with the following extensions:

m Supported Extensions by NIS File Checker
- ND2
- BMP
- PSD

- TIFF (including ome.tif)

File extensions other than those listed above are not supported.

Please do not open image files with unsupported extensions, such as JPEG or JPEG2000, or untrusted image
files, with NIS-Elements.



https://nvd.nist.gov/vuln/detail/CVE-2022-40656
https://nvd.nist.gov/vuln/detail/CVE-2022-40662
https://nvd.nist.gov/vuln/detail/CVE-2022-40663
https://nvd.nist.gov/vuln/detail/CVE-2022-40661
https://nvd.nist.gov/vuln/detail/CVE-2022-40660
https://nvd.nist.gov/vuln/detail/CVE-2022-40655
https://nvd.nist.gov/vuln/detail/CVE-2022-40657
https://nvd.nist.gov/vuln/detail/CVE-2022-40658
https://nvd.nist.gov/vuln/detail/CVE-2022-40659

]2. Installation

| 2.1 Installation Procedure

To install NIS File Checker, perform the following steps.

n Double-click “NISFileChecker_1.0.1.2.exe” to
run it.

n The installation screen will appear.
Click “Next” to proceed to the Select Start
Menu Folder screen.

n Click “Next” again to proceed to the pre-
installation confirmation screen.

MISFileChecker_1.

Fig. 1 Launching the
installer

w5 Setup - NIS File Checker version 1.0.1.2

Select Destination Location
Wihere should NIS File Checker be installed?

[ EI Setup wil install NIS File Checker into the following folder,

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

Atleast 732.9 MB of free disk space is required.

Fig. 2 Installation screen opens

Mis Setup - NIS File Checker version 1.0.1.2

Select Start Menu Folder
Where should Setup place the program's shortouts?
R
8= Setup wil create the program’s sherteuts in the folowing Start Menu folder.
=
To continue, dick Next. If you would like to select a different folder, dick Browse.
NIS File Checker Browse...
Back Next Cancel

Fig. 3 Select Start Menu Folder screen




I8 Cclick “Install” to begin the installation.

ﬂ When the installation complete screen
appears, click “Finish” to exit setup.

Ready to Install
Setup is now ready to begin installing NIS File Checker on your computer.

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Checker version 1.0.1.2

Destination location: a
C:¥Program Files¥NISFileChecker

Start Menu folder:
NIS File Chedker

Back Install Cancel

Fig. 4 Pre-installation confirmation screen

tup - NIS File Checker version 1.0.1.2

Completing the NIS File Checker Setup
Wizard

Setup has finished installing NIS File Checker on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Fig. 5 Installation completion screen




I 2.2 uninstallation Procedure

To uninstall NIS File Checker, perform the following steps.

n From the Windows Start menu, right-click
“NISFileChecker” and click “Uninstall.”

Q Search for apps, settings, and documents

All < Back
W8 nisFileChecker & PintoStart
More >
Tl Uninstall

Fig. 6 Start Menu

— ) - o
n The Windows settings screen will appear. = 0

Select the three-dot menu (...) next to “NIS AppS > Installed apps
File Checker version 1.0.1.2” and click
“Uninstall.” NIS File Checker version 1.0.1.2

W8 1012 | Laboratory Imaging sro. | 733 MB

NIS-Elements 6.1C
i c«'o::'ea?sn[smlzc Uninstall
Fig. 7 Windows setting screen
- o

=  Settings

n A message will appear: “This app and its
related information will be uninstalled.” Click Apps > |Installed apps
“Uninstall”.

NIS File Checker version 1.0.1.2
W8 1012 | Laboratory Imaging sro. | 733 MB

5/23/2025

This app and its related info will be
NIS-Element

NIS uninstalled.
6.10.2.20310 |

Uninstall
NIS-Element

Fig. 8 Select Uninstall




n A confirmation screen will appear before RelEE ULz
uninstallation.

Click “Yes” to start the uninstallation. 0 Are you sure you want to completely remove MI5 File Checker

and all of its components?

Fig. 9 Pre-uninstallation confirmation screen

B When the uninstallation complete screen [ERISEEE SRR
appears, click “OK” to finish the process.

o NIS File Checker was successfully removed from your computer.

Fig. 10 Uninstallation completion screen




I3. Usage

| 3.1 File Check Procedure

Follow the steps below to check files.

n Launch NIS File Checker.

NIS

A

Fig. 11 Shortcut

n Drag and drop the image you want to check
into the NIS File Checker window.

ND2, BMP, PSD, TIFF

Fig. 12 Drag and Drop Images

n The check re5u|t Wi" be displayed at th( BB NIS-Elements image file wulnerability checker 1.0.1.2
bottom of the window.

*For details on each result, please refer to

“3.2 Judgment Results and Their Meanings.”

Fig. 13 The judgment result is displayed




I 3.2 Judgment Result and Their Meaning

When you load an image with NIS File Checker, one of the following judgment results will be displayed.:

- "Not known issue in: [Image file path]”
- "Potentially Dangerous: [Image file path]”

- "Not supported by this File Checker: [Image file path]”
The details and meanings of each judgment result are as follows:

m “Not known issue in: [Image file path]”
This result indicates that the loaded image file has no issues and can be trusted.

If this judgment result is displayed, it is safe to open the image file with NIS-Elements.

This result will be displayed in green if both of the following conditions are met:
- The image file is normal (i.e., it is free of vulnerabilities or corruption).

- The image file has an extension supported by NIS File Checker (see “1.2 Supported File Extensions”).

BB nis-Elements image file vulnerability checker 1.0.1.2 = O x

Drop image files below for validation: License Information

MNa known issues int G Users/ p3654 De

Fig. 14 When there is no problem with the image




m “Potentially Dangerous: [Image file path]”
This result indicates that the loaded image file contains potential risks.
If this judgment result is displayed, do not open the image file with NIS-Elements, as it may adversely affect

NIS-Elements.

This result will be displayed in red if either of the following conditions is met:
- The image file contains vulnerabilities.

- The image file is corrupted.

BB NIS-Elements image file vulnerability checker 1.0.1.2 = O x

Drop image files below for validation: License Information

Fig. 15 In the case of an image containing




m “Not supported by this File Checker: [Image file path]”
This result indicates that the loaded image file has an extension that is not supported by NIS File Checker.
If you load an image file with an unsupported extension, this judgment result will be displayed in white

(see “1.2 Supported File Extensions”).

If this result is displayed, it means that the loaded image file is not supported by NIS File Checker.
Do not open image files of questionable reliability with NIS-Elements.

B8 nIS-Elements image file vulnerability checker 1.0.1.2 = O x

Drop image files below for validation: License Information

Mot supported by this File Checker: Ci/Users/p9654,/Desktop,/ No.45_20_MchT jp2

Fig. 16 In case of image with unsupported file
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