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1. Overview

Security vulnerabilities have been identified in the PHP component used by NIS-Elements
StatViewer, which is bundled with NIS-Elements. No adverse effects on our products have
been confirmed at this time. However, customers using the affected products are requested to
take the actions described below.

2. Affected Products and Versions

The following versions of NIS-Elements include NIS-Elements StatViewer.

Product Name Version

NIS-Elements Advanced Research Ver.4.00-Ver.6.10.03
NIS-Elements Basic Research Ver.4.00-Ver.6.10.03
NIS-Elements Documentation Ver.4.00-Ver.6.10.03
NIS-Elements Confocal Ver.4.00-Ver.6.10.03
NIS-Elements Enhanced Resolution Ver.4.00-Ver.6.10.03

Note: NIS-Elements StatViewer is not bundled with NIS-Elements Ver.6.20 or later.

3. How to Check

You can check whether NIS-Elements StatViewer is installed as follows.

1. In Windows, open Settings — Apps — Installed apps.
2. Look for “NIS-Elements StatViewer *.*” in the list or use the search box.

4. Remediation
If NIS-Elements StatViewer is installed on your system, please uninstall (remove) it.

Uninstalling NIS-Elements StatViewer does not affect the functionality or operation of NIS-
Elements itself.

4.1 Uninstalling Using Standard Windows Features
1. In Windows, open Settings — Apps — Installed apps. Depending on your Windows
version, open Apps & features, or Programs and Features in Control Panel.
2. Look for “NIS-Elements StatViewer *.*”.
3. Select Uninstall and follow the on-screen instructions.

4.2 Manual Removal
If you cannot uninstall the software using the method in Section 4.1, you can remove it
manually by following the steps below. Administrator privileges are required for manual
removal.

1. Run Command Prompt as an administrator.
2. Run the following commands to stop and delete the StatViewer service.
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net.exe stop nis-e_stats
sc.exe delete nis-e_stats

3. Close Command Prompt.

4. Delete the StatViewer installation folder. Typical installation locations are listed below.
e C:\Program Files\NIS-Elements StatViewer

e (C:\Program Files\NIS-Elements D\StatViewer

e (C:\Program Files\NIS-Elements\StatViewer

Note: If the software is installed in a location other than those listed above, check the applicable installation
folder.

5. Affected Vulnerabilities

The vulnerabilities associated with the PHP component used by NIS-Elements StatViewer are
listed below.

Vulnerability CVE ID Affected Software

Vulnerabilities related to PHP2Shell CVE-2026-109618 NIS-Elements StatViewer
CVE-2026-109619

Under certain conditions, these vulnerabilities could allow arbitrary code to be executed
remotely without authentication. If exploited, they could lead to control of the server or
information disclosure.

6. Contact Information

Please contact your sales representative.

The information posted here is current as of the date of announcement. Please note that the information
may differ from the latest information, such as products that are no longer on sale or organizational
changes.
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